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Apparatus for Generating Random Numbers using an Optical Parametric Oscillator 
Ref.-No.: 1201-5494-BC-JK 
__________________________________________________________________________________________________________________ 

The invention relates to an apparatus for generating random numbers, using an optical parametric 
oscillator. 
The generation of random numbers is important in information science as well as in modelling 
and simulation. In cryptography, for instance, random numbers are needed for encryption 
algorithms. Preferably, the generated numbers are true (i.e. non-predictable) and have an equal 
distribution. 
The apparatus according to the invention is based on the bi-stable outcome of an optical 
parametric oscillator (OPO) with nonlinear fiber feedback. A lock-in amplifier is used for 
determining the phase of the output signal of the OPO compared to a reference signal. Other, 
more simple schemes, such as a demodulator or a rf-mixer, can be used instead of the lock-in 
amplifier. Depending on whether the high (H) pulses or the low (L) pulses of the output signal of 
the OPO are synchronous with the pulses of the reference signal, the apparatus generates a 1-bit 
or a 0-bit. This implementation allows for a non-degenerate operation of the OPO, is simpler and 
has a lower noise-level than the prior art. 

Advantages 

• Unambiguous generation of two different output/bit states 
• The bi-stability of the OPO associated with the two output states is equi-energetic and equi-probable 
• No additional un-biasing or bit extraction is necessary for randomness generation 
• Detector noise plays no role in detecting the output signal of the OPO 
• The entropy of the generated bit stream amounts to 99.5% (11.5s bound) 
• The apparatus passes with flying colors the "Statistical Test Suite for Random and Pseudorandom 

Number Generators for Cryptographic Applications" provided by NIST and published on September 
16, 2010, by Lawrence E. et al. 

• Has the potential of miniaturization with state-of-the-art technology on a photonic chip 
• With a miniaturized apparatus including a pulsed laser with a repetition rate in the GHz range and a 

corresponding OPO random bit rates in the MHz range can be achieved 

Background 

Random number generators can be based on algorithms. However, these generators can emit only cycles 
of seemingly random bits; and therefore are referred to as pseudo number generators (PRNG). True 
random number generators (TRNG) are based on hardware, such as a die, a coin, a chaotic system or 
an electrical component. The numbers generated by TRNGs are considered unpredictable, although it is 
difficult to prove this. This fundamental problem of TRNGs can be overcome by quantum random number 
generators (QRNG). These are based on quantum mechanical processes, whose observation is 
inherently random. Quantum mechanical processes in optical systems are preferred in view of speed, 
power losses, heat generation and wiring. However, in some of the conventional optical QRNGs the 
measured output signal is not unambiguously binary and/or exhibits an unbalanced distribution. In order 

Applications 

• In cryptography for providing encryption 
keys to secure communication, money 
transfer and storage of sensitive data 

• In modelling and simulation for providing 
random numbers 

• In gambling for providing the complete 
randomness necessary for the outcome 
of chance-based digital games (online 
casinos) 

  

landed coin. The control measurement is performed to
verify that two subsequent measurements do not carry
spurious information from one to the next outcome. A
sequence of four consecutive measurements in the on state
is depicted in Fig. 2(d). H and L denote the two alternating,
high and low, pulse energy outputs of the OPO in the P2
state, respectively.
The measurement outcome is saved by a MATLAB

(Matlab, Inc.) script into a comprehensive set of data,
which saves all measured phases. These can be either
analyzed as direct phases or, alternatively, processed as bit
outcomes.
The measured phase of the oscillating OPO exhibits

essentially two measurement outcomes: −π=2 and π=2. By
means of a simple threshold, the measurements are selected
into a binary outcome. Values above zero phase are
associated with the outcome 1, whereas values below zero
are assigned a value of 0. Equally, these outcomes are the
two possible stable configurations of the P2 state,
LHLH… (0) or HLHL… (1), where the order is fixed
by the reference signal, at half of the pump frequency [see
Fig. 2(d)]. In the description above, a bold character
denotes that the pulse from the OPO is not coinciding
with the reference pulse train. This corresponds to a (red)
colored character in Fig. 1 or 2. The measurement results
are plotted in a histogram, and exhibit a very narrow
distribution around the estimated value [see Fig. 3(b)].

III. ORIGIN OF RANDOMNESS

It is well established in the literature that the randomness
element in the transient process of a starting OPO originates
from quantum effects. These include vacuum fluctuations
in the gain element as well as cavity losses [22–28]. The
primary quantum process in the buildup of the oscillation is
the generation of single photons in a spontaneous down-
conversion process caused by pumping the nonlinear gain
crystal [22,27,28]. The exact contribution of these proc-
esses to the formation of the P2 state is currently under
investigation. In the context of randomness generation, it is
important to note that the period-doubling attractor is, in
particular, not a chaotic attractor [38,39]. This is despite the
fact that period doubling and chaos might occur in one and
the same nonlinear system, as outlined in detail in the
Supplemental Material [40].
The independence of the primary randomness process

against small fluctuations of the pump power is a crucial
feature. In order to demonstrate this peculiarity, we perform
numerical pulse propagation simulations (RP Pro Pulse
from RP Photonics) of the transient process with an
artificially fixed additional seed. These show that a relative
intensity change of more than !1% is required to induce a
phase change by π in the measured outcome. However, the
measured relative intensity noise [41] integrated from
10 kHz to 20 MHz amounts to !0.0215% and is thus

steady state

P2 state

Pump (f )rep

OPO

REF (f /2)rep

Time (µs)-20 0 1 2

Gain

Signal
1580 nm

OPO

Nonlinear
Feedback

Pump
1032 nm
40.9 MHz

450 fs

InGaAs
Diode

Lock-in Amplifier

(a)

Chopper TRIGGER

SIGNAL

f/2

REF

0

1(b)

(I) OPO off (II) Transient (III) OPO equilibrated(c)

TRIGGER

(d)

REF (f /2)rep

OPO

PC

Control Toss TRIGGER

H1 H1 H1H0

HLHLHLH HLHLHLH HLHLHLHLHLHLHL

Pump Power (W)

O
P

O
 P

ul
se

 E
ne

rg
y 

(a
rb

. u
ni

ts
)

0.25 0.75 1.25

Output
Variable

FIG. 2. Experimental scheme of randomness generation. (a) Experimental implementation of the optical parametric oscillator.
(b) Power-dependent output pulse energy. Note that both different output pulse train options are equienergetic. (c) Measured transition
scheme, periodic with the chopper frequency. The trigger pulse defines two measurements: one when the OPO is blocked (control), and
one when the P2 regime is reached (toss). The reference frequency is 40.9 MHz=2, supplied by the pump laser and a frequency divider.
(d) Interpretation of measurement outcomes as final bits.
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to overcome these drawbacks, additional extensive processing of the measured output signal is 
necessary. This additional processing can be avoided by using OPOs as part of the optical system. 
Conventional optical QRNGs that use OPOs are operated in a degenerate state with phase-sensitive 
amplification. This mode of operation requires additional stabilization mechanisms with sub-micrometer 
precision, which complicates the structure of the apparatus and makes it more expensive.  

Technology 

The apparatus for generating random numbers according to the invention comprises an OPO, a phase 
determination unit, an evaluation unit, a switching means and a trigger means. The OPO is pumped by a 
pulsed laser with a predetermined pump power and a predetermined pulse repetition rate, wherein the 
OPO operates in a period multiplication state (PMS) for providing an oscillator output signal of light pulses 
with alternating pulse energy. The oscillator output signal has a pulse repetition rate that is 1/N of the 
predetermined pulse repetition rate of the pulsed laser, where N is an integer and N > 1. Figure a) shows 
an implementation for N=2. In this figure the oscillator output signal is red colored. The phase 
determination unit determines the phase (φ) of the oscillator output signal with respect to the reference 
signal (REF), wherein the reference signal has a pulse repetition rate that is 1/N of the predetermined 
pulse repetition rate of the pulsed laser. In the implementation shown in figure a) a lock-in amplifier is 
used as the phase determination unit. The evaluation unit 
generates at least one random number based on the 
determined phase (φ). Preferably, the evaluation unit 
generates a 0-bit when the determined phase (φ) is below 
a threshold value, and a 1-bit when the determined phase 
(φ) is above the threshold value. In figure a) the oscillator 
output signal is a pulse train of alternating high and low 
pulses, and accordingly the evaluation unit generates a 
1-bit when the high pulses are synchronous with the 
pulses of the reference signal, and generates a 0-bit when 
the low pulses are synchronous with the pulses of the 
reference signal. This is illustrated in figure b). A chopper 
is used as switching means in the implementation of 
figure a). This alternately switches the OPO on and off. 
After switching the OPO on, this undergoes a transient 
phase until it reaches a stable phase of the PMS. The 
trigger means provides a trigger pulse (TRIGGER) in the 
stable phase of the PMS. In response to the trigger pulse, 
the phase determination unit determines the phase (φ), 
and the evaluation unit generates the corresponding bit. 
The determined phase (φ) is mainly due to quantum 
effects occurring in the transient phase of the starting 
OPO, especially vacuum fluctuations. As these are of 
random nature, also the phase (φ) and its associated bit are of random nature. Figure c) shows phases 
(φ) which have been determined in the stable phase of consecutive on-states of the OPO. The outcomes 
are centered around -p/2 and p/2, respectively. The width (1s) of each peak is 0.0023 rad, and the peaks 
are separated by 400 standard deviations. In the implementation shown in Figure a) the random bit 
generation rate is limited by the sample rate of the 
chopper, which is limited to 10 kHz. However, when using 
a fiber-optic electro-optic modulator instead of the 
chopper, the random bit generation rate is mainly limited 
by the duration of the transient phase of the PMS. This is 
approx. 300ns, and hence random bit generation rates 
above 1 MHz can be achieved. 
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landed coin. The control measurement is performed to
verify that two subsequent measurements do not carry
spurious information from one to the next outcome. A
sequence of four consecutive measurements in the on state
is depicted in Fig. 2(d). H and L denote the two alternating,
high and low, pulse energy outputs of the OPO in the P2
state, respectively.
The measurement outcome is saved by a MATLAB

(Matlab, Inc.) script into a comprehensive set of data,
which saves all measured phases. These can be either
analyzed as direct phases or, alternatively, processed as bit
outcomes.
The measured phase of the oscillating OPO exhibits

essentially two measurement outcomes: −π=2 and π=2. By
means of a simple threshold, the measurements are selected
into a binary outcome. Values above zero phase are
associated with the outcome 1, whereas values below zero
are assigned a value of 0. Equally, these outcomes are the
two possible stable configurations of the P2 state,
LHLH… (0) or HLHL… (1), where the order is fixed
by the reference signal, at half of the pump frequency [see
Fig. 2(d)]. In the description above, a bold character
denotes that the pulse from the OPO is not coinciding
with the reference pulse train. This corresponds to a (red)
colored character in Fig. 1 or 2. The measurement results
are plotted in a histogram, and exhibit a very narrow
distribution around the estimated value [see Fig. 3(b)].

III. ORIGIN OF RANDOMNESS

It is well established in the literature that the randomness
element in the transient process of a starting OPO originates
from quantum effects. These include vacuum fluctuations
in the gain element as well as cavity losses [22–28]. The
primary quantum process in the buildup of the oscillation is
the generation of single photons in a spontaneous down-
conversion process caused by pumping the nonlinear gain
crystal [22,27,28]. The exact contribution of these proc-
esses to the formation of the P2 state is currently under
investigation. In the context of randomness generation, it is
important to note that the period-doubling attractor is, in
particular, not a chaotic attractor [38,39]. This is despite the
fact that period doubling and chaos might occur in one and
the same nonlinear system, as outlined in detail in the
Supplemental Material [40].
The independence of the primary randomness process

against small fluctuations of the pump power is a crucial
feature. In order to demonstrate this peculiarity, we perform
numerical pulse propagation simulations (RP Pro Pulse
from RP Photonics) of the transient process with an
artificially fixed additional seed. These show that a relative
intensity change of more than !1% is required to induce a
phase change by π in the measured outcome. However, the
measured relative intensity noise [41] integrated from
10 kHz to 20 MHz amounts to !0.0215% and is thus
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FIG. 2. Experimental scheme of randomness generation. (a) Experimental implementation of the optical parametric oscillator.
(b) Power-dependent output pulse energy. Note that both different output pulse train options are equienergetic. (c) Measured transition
scheme, periodic with the chopper frequency. The trigger pulse defines two measurements: one when the OPO is blocked (control), and
one when the P2 regime is reached (toss). The reference frequency is 40.9 MHz=2, supplied by the pump laser and a frequency divider.
(d) Interpretation of measurement outcomes as final bits.
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approximately a factor of 50 too low to be the relevant
driver of the randomness generation.
Moreover, the independence of subsequent measurement

outcomes is important, as discussed on the observed bits

below. Therefore, the interbit waiting time is reduced in an
additional experiment by a factor of 1000. This is per-
formed with the OPO operated in an extended cavity
configuration, such that four independent pulses oscillate
simultaneously in the cavity. A subsequent measurement
reads four bits within a single chopper cycle. This reduces
the relevant time scale for the comparison of successive bits
from 100 μs to 100 ns and thus eliminates the contribution
of mechanical vibrations, chopper jitter, thermal effects,
and pump intensity noise. Nevertheless, we measure alter-
nating bits, which would not be the case if any of the above
technical effects would cause the randomness (see
Supplemental Material [40]). These investigations indicate
that quantum effects are a significant source of randomness
in our system.
In order to further quantify the randomness this process

produces, we analyze the measured phase and its binary
representation for a large set of outcomes in the next section.

IV. FROM RAW BITS TO FINAL BITS

The first analysis of the acquired data involves the
measured phase φ of the OPO in its off state. Figure 3(a)
shows a histogram of the raw phase output of the lock-in,
right before each measurement of the running OPO. The
output numbers are divided into outcomes which preceed a
zero or a one, respectively. Evidently, both data sets are very
similar, and do not show any particular preference for
subsequent outcomes. The small bias (wavy curve) is based
on spurious signals reaching the lock-in amplifier and is
symmetric for both phase outcomes.
After the transient time has passed, a second measure-

ment determines the final state (OPO on). As above, this is
analyzed by the lock-in amplifier, resulting in a histogram
of events. Both possible outcomes are centered around
−π=2 and π=2, respectively. Their distribution is deter-
mined by experimental uncertainty to measure the phase.
This results from spurious phase information, spontaneous
down-conversion in the crystal, the sampling and meas-
urement time, and residual (phase) noise in the signal. The
width of the determined outcomes (1σ) amounts to
0.0023 rad. In other words, the outcomes are separated
by more than 400 standard deviations—excluding the
possibility that the two outcomes are confused. Such
ambiguity-free measurements cannot be achieved in gen-
erators that are based on photon counting due to, e.g., dark
counts [12,29,42].
In the course of approximately 1 day a number of 2 ×

2.25 × 108 measurements are performed. We now analyze a
possible bias or imbalance of the experimental outcomes,
caused, for example, by technical noise [43]. This noise
would produce additional measurement outcomes, which in
information theoretical terms add up to the randomness in
the transient process of the generator. For the analysis, the
bit stream is divided into substrings of length N, and the
experimental probability of the outcome 1 is determined.
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FIG. 3. Analysis of the raw bits. (a) Measurement outcomes
when the OPO is off. Essentially, all different phases are
randomly measured, with a small bias. (b) Measurement out-
comes, after the OPO is equilibrated in the P2 state. (c) Probability
to find a 1 as the outcome for different sample sizes N. Note that
the solid curve is the predicted result and not a fit. (d) Conditional
probability for the different options of tuple outcomes. Range
spans from pcond ¼ 0.47 to 0.53. These probabilities are the
relevant key figures for the entropy estimation below. Total
sample size for all of the above is 2.25 × 108 measurements.
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